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Welcome

Welcome and thank you for using InterVelocity for your spam and virus filtering solution. The following few pages are designed to
minimize the amount of time you’ll need to understand and use the major functions of this Service. This is not a comprehensive
guide. If you require additional information please feel free to contact us.

InterVelocity

Email: support@intervelocity.com
Phone: (828) 254-9638 (Local)
Phone: 1-800-608-9002 (Toll-Free)

InterVelocity uses SpamLab™ technology from a company called AppRiver to provide real time service and functionality. You may
run into these terms in this manual and / or web site. Please note that these are all one in the same as the service provided by
InterVelocity.

Logon

To access and manage your spam and virus blocking service, go to spamfilter.intervelocity.com and enter your assigned Login and
Password.

InterVelocity

Business Web Hosting Managed Web Solutions
Please Loqg in
Usernamsz or Email
| vourdarnain.cor Have an email address on this system?
Hasswoard Click here to register for access to view your held mail.

Click here to have your validation email resent to you.

Im—’.—’.—k’.—k
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Home

After logging-in you are immediately placed in the Home Tab for a quick review of new features, news alerts, and stats. Use menu at
top to navigate to other sections and features.

|U3Eﬂi yourdomain.com | BHDmE|E Spam | Myirus | B users r:":.v:;'}Tcm:\I*s ﬁ Settings @] Logout
Welcome to the SpamLab™
Account Information; ! SpﬂmLﬂhTM Alerts Alert History
Exception Requests Waiting: [}
Comain Mode; OPEM
dlias Domains: 1] E )
Reqgistered Users: 4 a/ ** Yirus I:'P‘!ate o
Users with Held Mail Report: 3 Bl B
Users receiving Alerts: 2 A new virus circulating 1s wreaking a bit of havoc on the internet this marning.
Billing User Count: 272 The virus, a Bagle variant, is compressed in a .rar file and is spreading

Fast 24 Hours Statistics Summary

quickly.
The virus send ermails with attachments related to Taxation such as

Blocked MNetwork Traffic: 8.280 The_reporting_of_taxes,zip or To_reduce_the_tax,zip. Once again, these
29 5-} MB archives contain sxscutable files with misleading icons, Some of the archives
: * are ZIP files, some of them are RAR files and some of them are ZIP files with
Total Message Traffic: 8,343 & BAR sxtansion,
30.55 MB We have taken the necessary precaution of blocking all .rar files until the
Percentage Mail Blocked: Oog 24 g outbreak has been contained.

Once we have verified that Antivirus Vendors are blocking this quickly

Fast 24 Hours Message Breakdown: spreading wirus, we will remove the block.
Valid Mail 53 0.64%
Allowed Sender 4 0.05%
Allowed 1P 6 0.07% | | I *** site Updates ***
Blocked 1P 2214  26.54% | | 5/9/20054:08:49 PM
Invalid Address 1062 12.73% Delivery Error Notification:
Virus ) 1 0.01% We have implemented a new delivery error notification feature, This feature
Obfuscation 2923  35.04% allows Administrators to receive erail notification via a different email
Other Spam 4497 5.96% address when 1 or more messages cannot be delivered to vour dorain.
Meds 4092 e This feature is available in our latest version only. Log in to the Domain
Get Rich a74 5 E5% Administration Console and click on "Settings”, then "Domain Options”. If you
Debt/Credit 228 3.930% zee the option for “Delivery Motfication”, vou are using the latest version of
. ' our service, If vou do not see this feature there, and you wish to take
Hast 103 1.23%
Pbsdﬁ; =3 DISE‘; advantage of it, please contact support to have your domain moved to our
rodu Hate |atest wersion,

Adult 58 0.7% There are two settings invalved, an email address for notification, and an
Cable Theft 28 0.34% "Age" in minutes for email waiting to be delivered, You will receive an email
S ra e 16 0.1 o8 notification when any message cannot be delivered to your server reaches
Gambling 5 0.06% that "Age" indicating there is an issua with delivery to your server. Youw will
Insurance 4 0.05% also recaive a message when the problem has been resolved.

St This feature i5 not enabled by default, To use it, you must Enable it in your
Malware 2 0.02%

i interface,
Antivirus Z 0.02%

Iseful Information:
Contact Suppork
Customer Eﬁtﬁllﬂl
Mail Tools

Cheel My WX Fecords
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Spam

Click on the “Spam” Tab to view the domain wide quarantine (email identified by the system as spam).

USER: yourdomain.com iﬂﬂﬁmtiagpm E ‘ﬂuim:l ﬁusm!@ Toals f:}d Eet&nqs{ 8 Logout i
‘raiterdaj's Spam Ratio:
= Held Mail (Spam) 8.14% HELD AS SPAM

From (Email or Domain) - To (Email) Order By . E
[ ; [oote =] ierLE] oiikkaAR e

Chck Fiter list o veew your held mail

Message Searching

Since the quarantine often contains thousands of messages, a convenient search engine is available from Spam View. Enter what you
know in the “From Mail”, “Mail To” or both and click the “Filter” button.

UsER: wyourdormain.conm | HHome | Espam | M virus | 85 Users | @ Tools ||ﬂI Em:tingi| Logout |
, ‘resterdays Spam Ratio:
B Held Mail (Spam) 82.81%0 HELD AS SPAM

From {Email or Domain} To (Email} Order By P
| [ | Date =] | Filker List | QMIEI

Spam Search - enter info inthe Mail Fromor Mail Tofield, then dick Filter List butbon.

C Select all T Inverse All Resend Marked I Delete Marked I
289 Racords, Mumber ol Spam inthe Quarantine Click torelease messages page 122kM
that have been checkad for
Date 4 Message release
2252005 = Centerbrilliantmarketingine@hb. .. ecipientiE yourdomain.com
12133 PM 60 Second Auto Loamn
22572005 [ tripade@scallmed.biz ecipienti® yourdomain. com
12121 PM Scottie, Incredible Mortgage Rates
. ecipentiE yourdomain .com
ZETI00T = ajaweud@worldafun.ch
11:47 AM Mari lasst chaaaance..
. = ipie i@ yourd omain com
2f 2572005 r Tori"matthews@yahoo.com
11:45 aM Photoshop, Windows, Office. CHEAP.
2/25/2005 = Cop"brilliantmarketinginc@brmbu. ., =Cipia Ny ourdomsin. com
11:24 AM Get Your Degree In Criminal Justice
2/ 2572005 r Rates brilliantrarketinginc®bm.. ecipErl@ yourdamsin com
10:13 AM 5 Minute Auto Loan - ALL CREDIT ACCEPTED
2/ 2552005 r starboardnueid@southafrica-new.., ecipenlil yourdamain, cam
10:10 AM =tutf-B*q¥Equal specific --- d¥=
52003 = fractious@acallmed biz ecipentiE yourdomain com
AT AM Scottie, Mind-Blowing Mational Loan Rate Info
2/ 25,2005 |-' Give awuy"bri”iuntmarkclin gIfne. ..
2:03 AM Would you like a Cellular Phone?
2/ 25,2005 |—' stk whkexfen@hotrmail .com

102 AM re[20]
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Releasing Held Mail

To release a message from the held mail quarantine, mouse over the appropriate message and left-click to select it. The message will
open so you can see the header information including the spam tests it failed. To release, click the “Resend” button as shown below.
The message will be flushed from the quarantine and delivered to the recipient’s inbox. Delivery time typically takes between 5 and
15 minutes.

a) Releasing and Whitelisting: 1f you want to add a sender to the Exception list, select the message as
above and then choose the “Resend and add to exception list” button - the message is delivered and
added to the Exception list.

b) Return to Spam View: The Spam view is always available by selecting the “Spam” tab.

{é} Tools

USER: ?ﬂurdﬂmain.cﬂm | D Home | Sparm | -"E"n'l.'iruu 53 eers ﬂ 5-!;:'J,ir:|_|-5| @ Lagauk

Simple procedure to release the

Ed Quarantined Mail {Spam’ message and “white list” the sender.

@rrevicus | NEXT | RESEND b3~ | [¥ RESEND + EXCEPTION LIST i) | (K] DELETE and YIEW NEXT

To: 1 Recipient(s) - prueller;
From: gxsdxrzik@email.as
Subject: Compare Prescription Drug Prices
Failed: CBL, SPAMCOR, DSN, CHMDSPACE; HELOBOGUS, REVDNS, SIGNATURE, WEIGHT1S, WEIGHT20
Message Header:

Recerved: from 69,20.71,190 [65,90.290.144 ] by server2S.appriver.com -
[SMTPD32-8.12) id A45639F50260; Fri, 25 Feb 2005 15:02:30 -0500
A-Message-Info: dodZWWHEed90ORGPZILObPET e TZIIVUFFIEIIEM332
Recerved: (from am@65.90,190,144)
by zlphonse0.56.133.103.184 (9.18.1/0.15.2) id fos8FasQuiZd;

Surnimary of “how” the message
worked its way into the quaranting.

Fri, 25 Feb 2005 20:57:45 +0100 _'_"_J
----B59L1536 754430064 -

Conbent-Type: text/plain;
charset="iz0-7520-1"
Content-Transfer-Encading: 7Bt

Call us on : 1300 DRUG STORE

ar wisit: btk by ood. comm

Regards —d
Ollie H, Ramsdell

----- Criginzl Message -----

Fram: Prueller

To: Cllie H, Ramsdell

Sent: Fri, 25 Feb 2005 20:57:45 +0100 ﬂ
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Virus

This section shows newly reported viruses and enables the administrator to view the incoming virus ratio. Messages can be resent or
deleted from this screen. However, we do not recommend resending any message that has been caught as a virus. Note that the
“Filter” tab affects this tab. If you’ve chosen to filter on an email address, you will only see viruses consistent with the filter setting.
Here is a typical view:

UsER: yourdornainconm | DHGI‘I‘IE‘| ] spam l '-f‘nflrusl - U:c":l ':ﬁ} Tools |ﬂ Settings = Logout |
. ) Yesterdays Virus Ratio:
2 Held Mail (Virus) 3,208 HELD AS VIRUS
From (Email, Domain)  To (Email) Wirus Name IF

[ [ | Filter |

 selact all © Inverss al Delete Marked
284 Records Paga 122MM
Date 1 Message
1/26/2005 6144 AM r personl@somedomaln.com 151.213.150.142 recipient@yourdoman
bagle. af Changes..

26/2005 6144 &  personz@somedomain.com 151.213.150.142 reciplent@yourdoman
bagle. sf Site changes

26/2003 12:34 A [ oe=neralmain@askmen.com 70.25.228.55 reciplent@yourdeman
iframe axplait Mail Delivery

Users

This section is used to identify specific users who would like to receive AppRiver’s Held Mail reports and/or allow secure login
access to their personal quarantines. You can left click on a user to view details and edit user options such as receiving the held mail
report and alert notifications.

*Note: This is separate from the setup of an actual email address on your mail server. You should be sure to add and remove in both
places as you staff changes.

A second function for the Users section is to identify and list all legitimate domain email addresses so that AppRiver’s “Closed” mode
of operation can be selected. Note that unless “Closed” mode is selected (under Settings - Domain Tab) no entries are required for the
system to operate.

USER; ':,.-uur:lﬂi'nain_mm1 | [ Hame B spam | Bvirus | B sers | ik Toals |ﬂ Sethngs ® Logout |
& User Management
B2 zer Menu Select 4 user from the list below to manage. Or add users from the menu on the right. |
gzi’ e Select a User SpamLab™ SpamLab™ validated
58S Held Mail Alerts
Unlisted Users 2
usErnOUndamain.com
+

wEariEneourdomain.com
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Add Users

If you would like to add a user, click the Add User button in the vertical navigation bar.

USER: yourdomain.com | Briome | B9 spam | B virus | Bfuzers| % 1ools | setings| @ Logout
82 Add Users
4 User Men
8 |iser Menu Ll5cl'i.'5'jl| j
: Add up to 50 uzers at & time
LIser List by placing one full email
Add. Users address per line
Unlisted Users
If thers is no '@ in & line
entry, it will add the dormain
name o e and of i,
Ex: frad will becorne
fred @vourdornain.com
Fasswords will be
autornatically generated for
each account.
W spamLab™ Held Mail Report
[T spamLab™ Alert Motifications
[T Auto Yerify Each User
7 send Login Email to each User
add Users

User Functionality
There are four options listed at the bottom of the Add User page which provide the following functionality:

SpamLab™ Held Mail Report

Selecting this option results in the user receiving an email, once per day that summarizes the spam blocked
for that individual from the previous day. The report usually arrives between 3:30A and 7:00A CST. A
sample report is shown further down.

SpamLab™ Alert Notifications
Select this option if you wish to receive, via email, alerts (as posted on the Home Tab of this interface) from
AppRiver. This option is generally valued for technical personal.

Auto Verify Each User/Send Login Email

Selecting these two options tells the system to send an email to the identified user containing the URL,
username, and password for logon access to their individual quarantines.
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Tools

Clicking on the “Tools” Tab brings up and additional set of options as shown here.

USER: yourdomain.com : EHome | B Spam D virus | 83 users 2 To0is ﬁ Settings ol Logout
{E,'} Toals Log Search | Delivery Queue | Stats | LDAP | Health Monitor
Log Search

This button enables administrators to troubleshoot email issues

Delivery Queue

Shows if mail is being held for delivery. Occurs when your actual mail server is unavailable. This is also known as “mail bagging”.

Stats

To gain an understanding of the quantitative and qualitative protection the system is providing, simply click on the “Stats” tab. Note
that this data is updated once per day. Available reports include weekly and monthly traffic, daily and weekly spam, daily and weekly
viruses, resends, spam victims and top viruses. Stats become much more accurate in “closed mode” (See Domain Mode later in this
document) as only valid email addresses are evaluated.

LDAP

This is an advanced setting that should only be changed by your hosting provider (InterVelocity).

Health Monitor

Health Monitor is a legacy feature that is no longer offered.
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Settings

Clicking on the Settings Tab to change various domain configurations and monitor senders.

USER: yourdomain.com : [ Home | B spam | B virus | 82 Users 8 Tools o Sestings| 2 Logout
c | Settings
Inbound Select from the options on the left.

Alias Domains
Domain Options
Change Passwaord
Comain Mode
Filter Palicy
Disclaimer
Catch / Delete
Allowed Senders
Blocked Senders
Allowed IPs
Blocked IPs
Banned Files
Countries
Banned Phrases
Mail Rules

Alias Domains

This area will list an alias domain if setup by InterVelocity. Most domains will not use this.

Domain Options

This area contains domain configuration options. Please visit this area at least once to enter the administrators email and an alternate
email so that we can reach you in the event of an emergency. The second check-box is used to enable/disable the “Request Sender Be
Whitelisted” function from a Held Mail report.

E Allow Users to Disable their own filkering
E Allow Email Users to submit requests for additions to the "Allowed Senders" List for this domain
E Place me on the Alert Mailing List to receive the latest information from the SpamlLab™.

E Send me a Weekly Report on this Domain from the SpamLab™.

Delivery Notification: Notify me if you cant deliver to my SMTP serwver

If I have a message more than | OFF B# minutes ald.

then send an email to

=* We will use this email address to let you know of an outage or problem with delivery.
It should be a notification SMS or pager email address on a domain not handled by the server we deliver to.
You may place multiple emails here separated by 28 SEMICOLON ()

My Administration Email for this account is:

Y oUEy ourdarmain. com

** This is the email we will use to contact you in all cases and should not be blank for any reason.
You may place multiple emails here separated by @ SEMICOLON (; )

My Verbal Password for this account is:

** Al telephone chanae requests to support will require you to provide this verbal password.
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Change Password
Use this feature to change the password used at login.

Change Domain Password

Change Password
Changze My passoord to I

Zhange Password

Domain Mode

By default the system operates in “Open” mode which means user setup is not required. If preferred, you can populate the “User” list
with all of your user email addresses and then select “Closed” mode. Making this change will stop all incoming email not addressed
to a bonafide email user. This will reduce the amount of email in the quarantine and cause the domain statistics to more accurately
reflect email for your community.

Domain Mode

Current Dormain Mode: | DOPEM MODE "allow Mail for any user” ;I

** JPEM MODE rmakes no restrictions on users whatsoever, Select this and all mail for any user
will be treated as a walid account,

*#* ZLOSED MODE restricts any mail from entering the system which is not explicitly for a user

in your user list, This will not "bounce” the message and let spammers detect valid email addresses,
It will instead simply delete incoming messages for users not on your user list after they are received,
vou will also need to add and rermove email addresses to this systern as yvou add and remove

themn from your server,

*¥* ZLOSEDPASS MODE functions exactly as closed mode does, except that mail for non-registered users
is wirus checked only,

CAUTION: IF ¥YOU ARE UNSURE OF THESE SETTINGS,
PLEASE COMTACT US WITH ANY QUESTIOMNS FIRST.

Updated  Update |
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Filter Policy

The filter policy is automatically configured to recommended AppRiver default settings. Although these configurations can be
changed, we highly recommend contacting technical support or administrative help before altering the set-up. If the set-up is altered,
it can be restored by clicking the “Restore AppRiver Default Settings” button.

InBound Filter Policy Configuration OPEN MODE | APPRIVER MANAGED

[Manage My Onwen Pulir:!_.r:'I

Welght Checking
Test Action Action Text
WEIGHTI10 I | TagHeader lt—! Failed a fow of the tests
WEIGHT1S [l | TagHeader 3 Failed 3 or morz significant test
WEIGHT20 A | QUARANTIME B Failed several of the tests listed below
Content Tests
Test Action Action Text
BADHEADERS # | Tag Header =) Message not sent f-om standard cliznt
i = Locks for Baset4 encoded emails - Typical in
BASEG4 W | Tag Header 3 graphical spam
i = Contains HTML comment tags used to bypass
COMMENTS ® | TagHeader ) anti-spam software
MONENGLIS H O [ QUARANTINE Fy szZnnEng"SMSD character set - typical in Azian
PERCEMNT # | TagHeader 3 Mehod used to bypass closed relays
— i — Anfis pam s gnaturas updated continially
SIGNATLRE | UUARANIINE =) throughout the day
Sender Verlflcatlon
Teast AcCTion Action Text
CSBL # | Tag Header = Distributed Server Boycot List
M& M # | TagHeader B Does not accept Bounce massages
f = Verifies tha: HELO -ext is valid with an MX ar A
HELOBOGUS M | TagHeader 5 DNS record
MAILFROM B | Taglleader =] Checha to ace if the asnding domain iz valid
MOABUSE M | TagHeader e Does not accept abuse reports
MOPOSTMASTFR B | Tag Header : Dioes not accept postmaster email
REVDNS M | TagHeader c Mo Reverse ONS entry
Disclaimer

Any text added here will be appended to all incoming messages. Type in the text, click “update legal disclaimer” to activate. To
remove, simply delete the text and click the update button.

InBound Leqal Disclaimer

pdating this list will add a Leqal
Cisclaimer to all messages.

lpdate Legal Disclaimer
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Catch / Delete

This is a very useful tool if you are in open mode and want more accurate stats. It’s common to find lots of email in quarantine
addressed to individuals who are no longer with the company. These email addresses are visible on the “Stats” tab under the Spam
Victims list. Using the “Catch/Delete” feature you can prevent these emails from entering the quarantine. Simply add the “obsolete”
user-name and click “Add”. This will eliminate clutter in the quarantine and cause your statistics to be more reflective or your users.
Another solution is to put the domain in closed mode (see Domain Mode), and only valid email addresses specified in the users
section will be allowed through.

Catch / Delete Users

DELETE ALL INCOMING EMAIL for the following Users at this Domain

&dd a Usermame: I @ yourdomain.com add
(Ex: To Ban Mai for “user@domain.com”, pouw wowld enter "user”)
To REMOWE Users from this list, select them below and hit Delete Delete |
Allowed Senders

Allowed Senders is essentially the email accounts you choose to White List. Here, you can enter individuals or domains that should
always bypass the filters. This is a valuable feature for preventing some types of legitimate messages from being quarantined. At the
bottom is a list of Exception Requests. This list is generated when a user chooses to release a message from their Held Mail report
and checks the box requesting the sender be added to the Exceptions list. To approve entries, the administrator can select individual
requests by putting a check in the appropriate column, or by clicking the select all option in the top right of the section. Click “update
exception list” button to add entries. Only administrators can edit the Exception list.

InBound Allewed Sendars

Flaase Inpar the FROY: Bodress (Lser@lexam ple.sam) ar
FROM: Lomain [@examola.com) or Sab Demaing
{.domain.corr ) that you would like tc alwaye al ow
trrough witnouk bzing testoc For spam.

CALITION ar inco-rectly @akeoed eecerton I8t tRmons
glowing all add-ezzas frcm arge domairs hike M men.com
can cpen up the SPAM FLOODMGATES! Co rot out vour
cw damain in the exceoskicn list as seve-a spom
messzqes w | use the T2 adoress as the FROM;
guddiess, Pease chece wilh seppo- li@eppriver.com il you
are not su el

Examples of acceptable cntrics indude:

Johndoel23d hobtmail.axom (bl not @botbrmail.com
Fecalza many spamme s use hatmzal ocom and
yahoo.com Frocm: addresses)

1ane_doed@smith-cpas.com (or just @smith-cpas.com
becausz you wanl all ma | fror Lhis domain unlikz
Fatmall)

@neweletters.onlinenews.nek or .onlirenewc.net (bu:
rot nowslctbe.12.22.02@ newslzbters.orl nenaws.ret
becausz Lhe from address changes wik each 2amail)

'T Upmdate Exvepiion _ :\.L‘.I

User Exception List Requasks

Selzar Al ) Imearaz Al )

o

Dakc ] Requested By Exception Reguested

9/ 1372035 E:29:00 AM [ wuui@ywa rdw imain oo e & M dvnndimavnm

Scloct Action:  Approve Sclzczed Ertres F#-! [ Updatc Exceprion Lst |
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Blocked Senders

Blocked Senders is essentially the email accounts you choose to Black List. Here, you can enter individuals or domains that should
always be caught by the filters. Updating your blocked senders list will hold messages from any sender in the listed domain.

InBound Blocked Senders

Updating your blocked senders list
will hold messages for this domain
fram any sender you place an this
list.

You are free to place the entire
email address, or a portion of the
address.

Examples:

joe@domain.com will hold
messages for that email address
anly. It will nat hold mail far
myjoe@domain.com

domain.com or @domain.com
will hold messages from any
address at domain.com. Not for
any address at mydomain.com

frt_lpdate Blocked Senders List‘:l

Allowed IP’s

Similar to allowed senders except it is for IP addresses.

Blocked IP’s

Similar to blocked sender except it is for IP addresses.

Banned Files
Updating this list will ban certain file extensions or filenames and cause them to be held as a Virus.

Mail Rules

This is an advanced setting and should only be set with assistance form technical support.

Logout

When you are through with your session, click the logout button to return to the initial login page.
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